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Abstract: In this paper, we present a data hiding detection (steganalysis) method based on Zernike moments of discrete 
wavelet coefficients of an image and SVM. We use Zernike moments of DWT subbands coefficients of an images as 
features for steganalysis and use support vector machines (SVM) for classification of stego and non-stego images. 
Experimental results show that there are different between these features for stago and non-stego images and these 
features are convenient for steganalysis. With randomly selected 400 images for training and the remaining 800 images 
for testing, the proposed steganalysis system can achieve a correct classification rate of 98.1% for Cox et al. algorithm, 
99% for Corvi watermarking algorithm and 99.2% for Zhu algorithm. For combination of algorithms we reach to 95.8% 
correct detection rate. 
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INTRODUCTION 
In recent years, steganography and steganalysis 
has been an active research fields. Steganography 
deals with techniques for hiding information (such as 
watermarking), while the goal of steganalysis is to 
detect and/or estimate potentially hidden information 
from observed data with little or no knowledge about 
the steganography algorithm and/or its parameters. 
steganalysis can be used to enhance the capability of 
warders for detecting hidden data (i.e. passive 
steganalysis) or altering, extracting, and tracking the 
hidden data to thwart any secret communication (i.e. 
active steganalysis) [1]. For image steganalysis, one 
may detect suspicious objects and extract hidden 
messages by comparing them with original versions. 
However, due to the constraints of portability and 
limited accessibility to original versions, in practical 
applications blind image steganalysis is often 
demanded. 
There are more than 100 freely available 
steganography software tools for embedding messages 
within digital images. It is not surprising that with the 
emergence of steganography that the development of a 
counter-technology, steganalysis, has also emerged 
[2].  
Based on available knowledge, steganalysis 
techniques broadly can be divided into two categories: 
1) little or no statistical assumptions about the image 
under test, 2) A parametric model is assumed and 
image statistics are computed for steganalysis 
detection.  
In other view steganalysis techniques can be 
broadly divided to two part, a) Passive steganalysis: 
detect the presence or absence of a secret message in 
an observed media and b) Active steganalysis: extract 
a (possibly approximate version of the secret message 
or estimate some parameters such as the embedding 
key, message length, etc. using a stego media. Some 
definitions and several methods of steganalysis were 
proposed in the literature [1-15].  
Siwei Lyu et al describe a universal approach 
based on higher order statistics of the wavelet 
coefficients and by these statistics they detect the 
presence of hidden messages embedded within digital 
images. They extract first- and higher-order magnitude 
and phase statistics and use support vector machines 
(SVM) for classification [2]. 
In [3] Yun Q. Shi1 et al proposed steganalysis 
algorithm based on statistical moments of wavelet 
characteristic function. They extract the first and 
second statistical moments of the characteristic 
functions from all the subbands to form an 18-
dimensional feature vector for steganalysis and use the 
Bayes classifier for classification SETIT2007   
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Guo-Shiang Lin et al use statistical feature-based 
scheme to identify the data-hiding domain of an 
embedded signal. These statistical features are 
extracted in the pixel, DCT, and DWT domains and 
the maximum likelihood ratio test is used to classify 
the hiding domain. [4]  
In [5] authors proposed two active steganalysis 
schemes for spread spectrum image steganography. R. 
Chandramouli [6] also proposed a mathematical 
framework for active steganalysis. He models an 
active steganalysis as a blind system identification 
problem and drive conditions for identifibility.  
In this paper, we propose a passive steganalysis 
method. Section 2 begins with review on Zernike 
moments. In section 3 we describe our algorithm and 
section 4 gives experimental results. Finally, section 5 
summarizes the work. 
1. Zernike moments 
Zernike moments have been investigated by F. 
Zernike [7] among others [8]. The Zernike moments 
[9] of order n with repetition m for a discrete image 
function that vanishes outside the unit circle are: 
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Where n  a nonnegative integer and m  an integer 
under following constraints: 
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 The complex-valued functions are defined by 
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Where  x  and  y  represent coordinates over the 
unit disk, and  m n R ,  is (Zernike) polynomial given by: 
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We can calculate Zernike moments from the 
geometric moments by:  
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Where  pq G  is a central geometry parameter 
scaled with α : 
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2. Proposed approach 
Wavelet transform is a hierarchical subband 
system which its subbands have logarithmic order. 
The wavelet transform in images is composed of two 
filtering steps: a lowpass filtering and a highpass 
filtering.  In the first level the image is decomposed 
into four low, middle and high frequency subbands 
(LL1, LH1, HL1, and HH1). The last three bands have 
the finest details about middle and high frequency 
contents of image. The low frequency band of LL1 
can be further decomposed to the four subbands of 
LL2, LH2, HL2 and HH2. This decomposition can be 
repeated several times based on the application. At last 
after “i” level of decomposition, the LLi subband has 
the coarsest low frequency components [10].  
The process of taking a three level wavelet 
transform of an image is depicted in figure 1. As   
shown in figure 2 we use all subbands except 
approximation subband for extract zernike moments 
with ordern and repetition m  . Then construct feature 
vector with sample mean and sample variance of each 
subband. So we have training vector of order 18. these 
feature vector is used to train SVM classification [11].  
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(a) The original image. 
 
(b) Wavelet decomposition 
Figure 1:  A real case of wavelet decomposition. 
3. Experimental results 
Several public-domain embedding methods based 
on two techniques (i.e. spread spectrum and DWT) 
were chosen for testing. We consider Zernike 
moments of order 15 for experiments and exclude the 
first moment.   
We used an image database partly from [12], 200 
popular 256x256 pixel images (e.g., “Lena”, 
“Goldhill”, “Baboon”, “Barbara”, and others) as seeds 
to generate a total of images in the miscellaneous part 
of  the simulations. Some of 1200 images are shown in 
figure 3. These test images contained a variety of 
images including bright colors, reduced and dark 
colors, textures and fine details, and utilized them to 
generate 600 stego images for evaluation of our 
method.   
We watermarked images using Cox et al [13], 
Corvi [14], Zhu [15], algorithms to generate stego 
images, and then the original images are also 
processed by using JPEG compression (at several 
quality factors) to yield non-stego images. Therefore 
we have 1200 stego and non-stego images.  We used 
SVM classifier for classification of stego and non-
stego images. In our experiments, we consider 400 
images for the training phase and remaining 800 
images for the test one. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2: Zernike moments feature extraction of 
images 
 
Table 1 shows the results of classification for 
embedding algorithms. The result demonstrates that 
our scheme can achieve good discrimination between 
stego and non-stego images. For all the watermarking 
algorithms, the detection rate is about 96 %.  
 
Table 1. Detection performance for various 
watermarking algorithms 
Watermarking 
Technique 
False 
Reject 
Rate 
False 
Accept 
Rate 
Correct 
Detection 
Rate 
Cox 1.2  0.7  98.1 
Corvi 0.9 0.1 99 
Zhu 0.6  0.2  99.2 
Overall 
Results 
2.87 
 
1.43 95.8 
4. Conclusions 
A steganalysis method based on zernike moments 
of DWT coefficients of an image is proposed in this 
paper. We use sample mean and sample variance of 
zernike moments of DWT subbands coefficients as 
features for training of a SVM classifier. Experiments 
show the correct classification rate of 98.1% for Cox 
et al. watermarking algorithm, 99% for Corvi 
watermarking algorithm, 99.2% for Zhu algorithm and 
the overall result of 95.8%.  
DWT 
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Figure 3: Some examples of database images 
5. References 
[1] H. Farid, “Detecting hidden messages using higher-
order statistical models,” Proc. of the IEEE Int’l. Conf. on 
Image Processing 02, vol. 2. New York: IEEE, 2002. 
905~908. 
[2] Siwei Lyu, Student Member, IEEE, and Hany Farid, 
Member, IEEE,” Steganalysis Using Higher-Order Image 
Statistics”, IEEE TRANSACTIONS ON INFORMATION 
FORENSICS AND SECURITY, VOL. 1, NO. 1, MARCH 
2006. 
[3] Yun Q. Shi1, Guorong Xuan2, Chengyun Yang2, 
Jianjiong Gao2, Zhenping Zhang2, Peiqi Chai2, Dekun 
Zou1, Chunhua Chen1, Wen Chen1, “ Effective Steganalysis 
Based on Statistical Moments of Wavelet Characteristic 
Function”, Proceedings of the International Conference on 
Information Technology: Coding and Computing (ITCC’05) 
IEEE. 
[4] Guo-Shiang Lin’, Chia H. Yeh’ and C.-C. Jay Kuo’  
,“Data Hiding Domain Classification for Blind Image 
Steganalysis”, 2004 IEEE International Conference on 
Multimedia and Expo (ICME). 
[5] R. Chandramouli and K.R Subbalakshmi,” Active 
Steganalysis Of Spread Spectrum Image Steganography”, 
2003 IEEE. 
[6] R. Chandramouli, “A mathematical framework for 
active Steganalysis”, Multimedia systems, springer-Verlag 
2003. 
[7] F. Zernike, Physica, Vol.1, pp.689, 1934. 
[8] A. Khotanzad, Y. H. Hong. “Invariant Image 
Recognition by Zernike Moments”. IEEE Trans. on Pattern 
Analysis and Machine Intelligence. 12(5). pp.489-497, 1990 
[9] A. Khotanzad and Y. H. Hong, “Invariant image 
recognition by Zernike moments,” IEEE Trans. Pattern 
Anal. Machine Intell., vol. 12, pp.489–497, May 1990. 
 [10] . V. H. Guzaman, M. N. Miyatake and H. M. P. 
Meana, “Analysis of a wavelet-based watermarking 
algorithm,” in Proc. Int. Conf. Elect. Comm. Computers, 
Feb 2004, 268-272.    
[11] C. Burges, “A tutorial on support vector machines 
for pattern recognition,” Data Mining Knowl. Disc., vol. 2, 
pp. 121–167, 1998. 
 [12] http://sipi.usc.edu/database/ 
[13] Ingemar J, Cox, Joe Kilian, Tom Leighton, and 
Talal G, Shamoon, “Secure spread spectrum watermarking 
for multimedia” The Proceedings of the IEEE TCTP '97, 
volume 6, pages 1673 - 1687, Santa Barbara, California, 
USA, 1997. 
[14] Marco Corvi and Gianluca Nicchiotti “Wavelet-
based image watermarking for copyright protection”, The 
Scandinavian Conference on Image Analysis SCIA '97, 
Lappeenra Jita, Finland, June 1997. 
[15] Wenwu Zhu, Zixiang Xiong, and Ya-Qin Zhang, 
“Multiresolution watermarking for images and video: a 
unified approach” Proceedings of the IEEE International 
Conference on Image Processing, ICIP '98, Chicago, IL, 
USA, October 1998. 